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Abstract

Pairing-based cryptosystems have been one of the most active areas in elliptic curve cryptography since 2000. The pairings can be
evaluated in polynomial time by Miller’s algorithm. Many useful techniques have been suggested for optimizing the computation
of the pairings. One of the most elegant techniques for computing the pairings efficiently is to shorten the iteration loop in Miller’s
algorithm. Pairing based schemes have been designed for various applications that have certain advantages over conventional RSA
or discrete logarithm based encryption schemes. The concept of pairing was first introduced by Andre Weil in 1940. It plays an
important role in the theoretical study of the arithmetic of elliptic curves and Abelian varieties. A lot of pairing based schemes
exist in literature but all cannot be implemented in practice due to security reasons. In the present paper we shall study different
types of attacks on pairing based schemes.
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1. Introduction

The security of pairing-based cryptosystems relies on the
difficulty of various computationally hard problems
related to the discrete logarithm problem (DLP).
However, there are also new attacks on the DLP on some
groups [2 4 15 16, 261 Fyrthermore, very recent results on
solving the DLP for finite fields of medium
characteristics and composite degrees size have also
significant consequences on the choice of primitives for
pairing based cryptography % 2% 291 The main technical
part of pairing-based cryptography is the pairing
functions including Weil, Tate and Ate pairing defined
mostly on the product of certain subgroups of low
dimensional abelian varieties over finite fields (in
practice either on subgroups of elliptic curves or
jacobians of genus two hyper-elliptic curves) 1. Due to
efficiency and reliability concerns of pairing based
protocols many ad hoc and conceptual conversion
methods from one type of pairing to another one has been
proposed [% 27 31 Ape et al. M. proposed a generic
framework converting not only the protocols with the
Type -l bilinear maps into the Type-Il setting but also
converting corresponding security proofs using black-box
reduction methods in the random oracle model. Akinyele
et al. B1. have been very recently given some concerns
about the practicability of the elegant theoretic solution
of [ and proposed an automated software tool
transforming schemes using the Type-I bilinear maps into
the Type-Ill setting. We note however that the proposed
automated tool in 1 and generic frameworks in 21 suffer
from being inefficient when compared to their manual
counterparts like [° 2731 |t is left as an open problem to
generalize and systematize the manual advancement more
efficiently for automated tools [,

2. Elliptic Curve Cryptography
The use of elliptic curve cryptography was initially

suggested by Koblitz 221 and Miller 251, For N 21 ang 4
F _ RN
prime P let %be a finite field with a=p elements.

F
An elliptic curve Eover "9can be given by the
Weierstrass equation of the form

yZ+axy +ay=x"+a,x’*+a,x+a, a €k,
1=12,...6 Together with the condition that curve has

no singular points.

If g#2,3

then an easier representation of elliptic curve
Eis given by

2 _ 3
y =x"+ax+b (1)

ga=0VaekF

where 9and the discriminant

A =48’ +27b* #0(modq)

Thus an elliptic curve E is defined as the set of points
(x.y) satisfying the equation (1) and including a point
O called point at infinity.

The following properties hold on an elliptic curve E.

i). If I:)(X’y)is a point on an elliptic curve E then
inverse (reciprocal or opposite) point of Pis

- P(X!_ y)
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ii). IF P(X, 1) and Q(XZ’YZ)are two different points

on the curve E | then their sum R(X;.Y2) is given by
2
X =4 =X X and Y3 Zﬂ(Xl—X3)—y1,

where
A=y, —Y2) (% _Xz),
iii). If P :chen R(X; ys) =2P is given by
X3 = X - 2% Vs =A(X = X3) = Y, where

A=(3x; +a)/2y,

3. Pairings Based Cryptography

As we know that every point on an elliptic curve E is
one of two types (i) a point of finite order i.e. there exists
a positive integer N such that nP =O(ii) a point of
infinite order i.e. there exist no such M. The points of
first type are known as torsion points. Thus the set of

torsion points Pon an elliptic curve E denoted by

E[n] is defined as
E[n]={P E:nP =0}

It can be easily verified that E[n]is a finite subgroup of
Eie (R—R)eEnl, iR P EIN]

For N€N (the set of natural numbers), let P and Q be
two points of order N on an elliptic curve E defined

G

.. .. . F G . .
over a finite field 9. Let “land “2be additive cyclic

groups of prime order, generated by P and Q
G =<P>40d G2=<Q> Als0 let
G k

"be a multiplicative group of n™ roots of unity in " ¢

G, ={acF a" =1}

respectively i.e.

i.e. Then a pairing on an

elliptic curve E over finite field Fq , is a family of maps
e, :G, xG, > G,
(2)

Having the following properties:
1. en(Pl+PZ!Q):en(PliQ)'en(szQ)and

en(P’Ql +Q2) = en(P’Ql)'en(P’ Qz)

for all P.R,F, EGland Q.Q.Q, EGZ.
0xPeG QeG

2. For some 1there exists 2 such that
e (P.Q)#1
for some 0+ Q € GZthere exists Pe Gl such that
e,(P,Q) =1

3. There exists an algorithm which computes the map

€ efficiently.

k
9 and the

is the least natural number such that

The value of the pairing belongs to finite field
embedding degree k

k
(9" -2) is divisible by M. The first property is known as
bilinearity while second is called non-degeneracy. This
bilinear property has enabled the construction of new
cryptographic protocols using pairings. Although pairings
exist for every elliptic curve but in practice there are
curves whose pairings are not suitable for cryptographic
applications. Associated to each elliptic curve, there is a
parameter that can be calculated known as the embedding

degreek. To implement pairings

cryptography, we required the value of K to be relatively
small, definitely less than 100. However, it has been

shown that almost all elliptic curves have very large k',

Generally, K is of the same size as J , Which is greater
than or equal to 160 bits. There are mainly two common
ways to find pairing-friendly elliptic curves. The first is
to use what are known as super-singular elliptic curves,
which always have embedding degree less than or equal
to six. The second way is to use a technique called the
complex multiplication method to construct certain
families of elliptic curves with small embedding degree.
There are advantages and drawbacks to each way. All
known methods to determine such pairing-friendly curves
can be found in 4, In order to actually implement any
pairing-based cryptographic protocol, it is necessary to

efficiently in

choose a specific pairing map e”. The two most
commonly used pairings are the Weil and Tate pairings.
With the goal of speeding up computation, researchers
have discovered several new pairings. These include the
Ate, Eta, reduced Tate, twisted Ate, and R-Ate pairings
among others. It was observed by cryptographers that the
various pairings are not interchangeable. For example,
the Eta pairing can only be defined for super-singular

curves. The Weil pairing satisfies € (P.P)= 1for any
point P in the domain, while the other pairings do not.
The choice of pairing and elliptic curve is important.
Galbraith et al. %, were the first to identify that all of
the potentially desirable properties in a protocol cannot
be achieved simultaneously, and therefore classified
pairings into certain three types. Although Galbraith et
al. [*1, Originally presented three types of pairings but a
fourth type was added soon after by Shacham [, There
are now four types of pairings in literature (chapter 4, pp.
58-59 of [1%) discussed as under:

1. Type-l: The pairing (2) is said to be of type I if
G, =G, and there exists no short representations
for the elements of Gl.

2. Type-ll: The pairing (2) is said to be of type Il if
G, #G, and there exists an efficiently computable

homomorphism of G, into Glbut not conversely. In

this case no efficient secure hashing to the elements

in G, is possible.
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3. Type-l1l: The pairing (2) is said to be of type Il if
G, #G, and there exists no efficiently computable
homomorphism between G, and GZ.

4. Type-1V: The pairing (2) is said to be of type Il if
G, #G, and there exists an efficiently computable
homomorphism of G2into G, with an efficient
secure hashing method to the group elements. This
type of pairing is not generally used in protocol
designs due to its insufficiency.

The pairing types essentially arise from observing the

practical implications of choosing Gland G, in
different subgroups ofE[n]. The main factors affecting

the classification are the ability to hash and/or randomly
sample elements of G, i.e. the existence of an

isomorphism of G2into G, which is often required to
make security proofs work and issues concerning storage
and efficiency. Pairings on super-singular curves come
under type-I, while the other types of pairings are defined
over ordinary elliptic curves. The pairing of type I is
commonly known as symmetric pairing while other types
of pairings are called asymmetric pairings. The drawback
of type-1 pairing comes when considering bandwidth and

efficiency, as the condition that E be super-singular is
highly restrictive when it comes to optimizing the speed
of computing pairing.

4. Attacks on pairing based cryptography

As mentioned earlier, the security of pairing-based
cryptography is based on the bilinear Diffie-Hellman
problem. This is a relatively new problem in
cryptography, and has not yet been as well-studied as
other problems, such as the DLP. Several attacks on the
DLP have recently been proposed improving the function
field sieve algorithm in the multiplicative group of finite
fields of small characteristics [> 4 15 16 261 There are
serious implications of these attacks on the security of
pairing-based cryptography. More concretely, the use of
symmetric pairing, and hence the use of pairing-friendly
elliptic or hyper elliptic curves over finite fields of small
characteristic are essentially useless [ 16 Concrete
attacks are performed for certain super-singular elliptic or
hyper elliptic curves [> 81, Difficulties of generalizing
these attacks on the elliptic curve setting are pointed out
in a recent work of Massierer [2%1, However, it can be
argued more generally that the use of elliptic curves over
finite fields of small characteristics in group-based
cryptography has severe potential security threads. There
are mainly two new attacks on pairing based

cryptography.

A. Quasi Polynomial Attack

It was a well-known fact that the DLP for the
multiplicative subgroups of finite fields is not as difficult
as in the generic groups. However, many researches have
been done using these groups for cryptographic purposes
by neglecting possible use of the algorithmic description
of these groups to solve the discrete logarithm instances.

The situation has been dramatically changed with the
recent advancements of Joux et al. . and Gologlu et al.
151 Recently, Granger et al. 71, Improved the result of
Joux et al. . by proposing a new expected quasi-
polynomial algorithm for solving the DLP for finite fields

k

9 with roughlyq ® k. These attacks removed the DLP
for multiplicative subgroups of small characteristic finite
fields from the list of intractable problems.

B. Composite Degree Finite Fields Attack

Very recent results on a variant of the number field sieve
algorithm for solving the discrete logarithm problem in
medium characteristics finite fields of composite degrees
have direct consequences on the choice of key sizes for
pairing based algorithms [® 2% 291 The complexity
analysis of these new techniques suggests that doubling
the sizes of the underlying elliptic curves is a
conservative choice of maintaining the desired security
level.

Since, the algorithms for solving the DLP for finite fields
are applicable on the discrete logarithm instances of

pairing groups Gl and GZ, therefore, these new attacks
have direct consequences on the security of many
pairing-based  cryptographic  applications if the

characteristic of the field defining G, is small 291, In
order to understand the impact of these attacks on the
design of pairing-based cryptographic protocols, we now
briefly summarize the realization of bilinear maps using
suitable elliptic curves for cryptographic purposes.

F =p™
Over a finite field 9 withq P , P a prime and m 5

positive integer, the candidate groups Gl and GZ of
bilinear maps (2) are certain subgroups of a carefully

i F . .
chosen elliptic curve E over 9. In particular, G, is the

th
N™ torsion subgroup E[n] and GZ is a certain group
related to the explicit realization of the bilinear map. A
detail study can be found in [71,

4.1 Consequences of the above Attacks

As briefly discussed above, the new attacks for solving
the DLP on the multiplicative subgroup of small
characteristic ~ finite  fields have also dramatic
consequences for the design of pairing-based protocols.
In fact, these attacks showed either the insecurity of the
use of super-singular elliptic curves or the inefficiency of
their usage in the pairing-based settings > 4 15 16, 261,
Since the Type-I pairing can only be realized using super-
singular elliptic or hyper-elliptic curves [*4l, therefore all
Type-I bilinear maps and the related protocols are either
useless or regarded completely as insecure.

The attack of Barbulescu and Kim [21 reduces the

n

com(Iexity of solving the DLP problem on P from

L,(1/3,%06/9) L (1/3,%48/9) . n=au
with 96d(2, 4)=1 44, u>1 Recently, Jeong
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and Kim removed the condition

ged(A, u)=1 implying that if Mis composite, the
previous key sizes could be doubled asymptotically to
guarantee the same security level of the discrete
logarithm problem. Since, most pairing friendly elliptic
curves have composite embedding degree, one needs to
be careful for the choice of elliptic curves, and to change
their sizes according to these new attacks. Using a more
conservative but less efficient elliptic curves of
embedding degree one would also be an alternative to
implement pairing-based protocols. For the choice and
right notion of types of pairings of embedding degree
one, we refer to the recent article of Chattarjee et al. [,

4.2 Other Attacks on Pairing Based Cryptography
There are two more attacks on pairing based
cryptography as described under.

A. Minimal Embedding Field Attack
Hitt 8 observed that the minimal embedding degree
ord Np k
P is not necessarily equal to the field 9, i.e. the
k

. . . F
extension can be defined over 9 instead of over 9.

Hence, in this case the group G, can be realized as a
subgroup of much smaller field yielding to solve the DLP

more efficiently in Gl, G, and G”. It is remarkable that
this attack is only applicable for pairing-friendly curves
defined over non-prime fields.

B. Subgroup Attack
Usually pairing functions are realized in such a way that

two out of three groups Gl, GZ and Gnare proper
subgroups of larger composite order subgroups. This
results in the so-called subgroup attacks if especially the
underlying pairing implementation is not testing the
group membership of the elements. Barreto et al [l
introduced the notion of subgroup security and pointed
out that most implementations of bilinear maps do not
satisfy this notion [l They suggested new curve
parameters using the known families of pairing-friendly
elliptic curves achieving the subgroup security.

5. Conclusion

Pairings are being used to design elegant solutions to
protocol problems, some of which have been open for
many years. Many techniques !l have been developed
for generating suitable elliptic curves for a
comprehensive survey. The fastest algorithms for
computing the Tate pairing and its variants on these
curves have fast implementations on software and
hardware platforms, and are competitive with the
exponentiation algorithms that are used in traditional
discrete logarithm cryptography. Two areas that deserve
further investigation are the practicality of implementing
various pairing-based protocols at high security levels
and the hardness of the BDHP and related problems.
Researchers are also actively investigating the suitability

of hyper-elliptic curves and other abelian varieties [6 1213
28].

[op}
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